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Configuring Congestion Windows Instructions 
Instructions for increasing congestion windows sizes to fix network bottlenecks on Ubuntu. 

 WARNING: All Nodes and Gateways will require this change to be made by Thursday, June 10, 2021 at 11:00 am PDT. If your 
Node or Gateway does not have the appropriate change, then it will not be able to join the network (notice that only the first 
three steps are required). 

The congestion window size limits the maximum amount of data sent out to a network after a time of little 
operation. The default size needs to be increased to remove a bottleneck in the xx network. 

This change is necessary for the xx network because the cMix protocol transmits in short bursts. As a result, 
the congestion windows contract between transmissions, causing them to need to reopen on every 
transmission, significantly slowing down the network in high latency environments. 

Instructions 
The following instructions are required to be completed on both the Node and Gateway machines. 

1. First, to prevent the congestion windows from shrinking unnecessarily when the connection is idle, disable 
tcp_slow_start_after_idle. 

$ sudo /bin/bash -c "echo 0 > /proc/sys/net/ipv4/tcp_slow_start_after_idle" 

2. To make these settings persist across reboots, store them in the sysctl configuration file. 

$ sudo /bin/bash -c 'echo "net.ipv4.tcp_slow_start_after_idle=0" >> /etc/sysctl.conf' 

3. Restart the service(s) for the appropriate binary. 

FOR NODE: 

$ sudo systemctl restart xxnetwork-node.service 

FOR GATEWAY: 

$ sudo systemctl restart xxnetwork-gateway.service 

Optional Configuration to Make Initial Connection Not Slow 
While disabling tcp_slow_start_after_idle will keep the congestion windows large after connections are 
used a few times, you can optionally modify the initial congestion window size using the following instructions 
to make the minimum congestion window size large enough for cMix batches. 

WARNING: please note that these changes can have negative effects in other areas of network performance, so 
it is generally not recommended to use these settings and you should only change these options if and only if 
you are certain that the rest of your network will work with these new settings. 

1. First, set congestion windows size on sending and receiving to be 700 times the maximum segment size. 

$ sudo ip route change `ip route | grep "^default" | head -1` initcwnd 700 initrwnd 700 

2. Store the above command in /etc/rc.local, to make it run on boot. 

$ sudo /bin/bash -c 'echo -e "#!/bin/bash\nip route change \`ip route | grep 
\"^default\" | head -1\` initcwnd 700 initrwnd 700\nexit 0" > /etc/rc.local' && 
sudo chmod +x /etc/rc.local 

❗ 
 



 

3. Restart the Node and/or Gateway services as described in the section above. 
 

 

Discussion 
The first command sets the congestion windows on sending and receiving to 700 times the maximum 
segment size (MSS), which is set based on the detected maximum transmission unit of the connection, 
typically around 1,500 bytes. 

Our message sizes are 8,192 bits, or 1,024 bytes. The usable part of the MSS is typically 1,480 bytes. Thus, 
with batch sizes of 1,000, we need approximately (1,000 × 1,024) / 1,480 ≈ 692 times the MSS, and we 
round up to 700 to account for overhead. 

Note, if this fails to work or causes problems, such as increased timeouts or instability, remove the file and 
reboot. 

$ sudo rm /etc/rc.local && sudo reboot 
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